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QUESTION 11
Which Cisco Secure Access solution provides centralized policy management to give administrators more granular control over access authorization?

A.    Cisco Identity Services Engine
B.    Cisco TrustSec
C.    Cisco Advanced Malware Protection for Endpoints
D.    Cisco AnyConnect
E.    Cisco ASA Next-Generation Firewall



Answer: A

QUESTION 12
Which two features of Cisco AnyConnect contribute to secure remote access? (Choose two.)

A.    guest access management
B.    superior clientless network access
C.    accelerated security options
D.    compliance and tracking
E.    context-aware access
F.    extensive BYOD support
G.    centralized management

Answer: BF

QUESTION 13
Which two add-ons are available for the AnyConnect Premium license? (Choose two.)

A.    mobile license
B.    basic license
C.    management license
D.    essentials license
E.    advanced endpoint assessment
F.    BYOD license

Answer: AE

QUESTION 14
Which Cisco Identity Services Engine feature controls access and policies for campuses and branches, wired and wireless devices, and guests, from a single location?

A.    centralized policy management
B.    compliance
C.    URL filtering
D.    SSL decryption
E.    extensive BYOD support

Answer: A

QUESTION 15
Which two features of Cisco ISE contribute to guest access management? (Choose two.)

A.    employee-sponsored network access
B.    faster device onboarding
C.    guest access and activity tracking
D.    accelerated security options
E.    site-to-site VPNs
F.    clientless network access

Answer: AC

QUESTION 16
What are two reasons why companies need Cisco Unified Access technology? (Choose two.)

A.    Fifty-six percent of employees who leave a company take private information with them.
B.    Competitors are gaining a 33 percent market share.
C.    Eighty-one percent of businesses allow personal devices at work that require access.
D.    Staff is unable to keep up with newer data center technology.
E.    Provisioning time for data centers has decreased from eight weeks to 15 minutes.
F.    Management is expected to decrease IT budgets by 25 percent.
G.    Companies need to secure data with unified access policies and essential controls.
H.    Cloud data storage is 60 percent less cost-efficient than on-premises storage.

Answer: CG

QUESTION 17
Which two business use trends have surfaced in the last five years and require nontraditional security?(Choose two.)

A.    BYOD
B.    Wi-Fi connections
C.    partial URL and application blocking
D.    third-party applications
E.    web and email attacks
F.    a large number of remote employees

Answer: AF

QUESTION 18
Which three options describe the main problems with traditional security solutions? (Choose three.)

A.    fragmented solutions
B.    the lack of management solutions
C.    missing components
D.    solutions being pieced together
E.    the lack of a cloud solution
F.    the lack of a firewall
G.    security gaps

Answer: ADG

QUESTION 19
Which two questions should you ask when assessing an organization’s security needs? (Choose two.)

A.    Are you exploring new cloud business models?
B.    Are you enforcing the same security policies consistently across your organization?
C.    Are you using the latest hardware and software versions for your security devices?
D.    Are you using single-vendor security equipment?
E.    What are the operating hours of your security response team?

Answer: AB

QUESTION 20
Which application is the most critical one regarding malicious content?

A.    Ping
B.    traceroute
C.    SFTP and SSH
D.    Email

Answer: D
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